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DATABASE & METHODS  CYBERSEMINAR  SERIES  
Informational seminars to help VA  researchers  

access and use  VA  databases. 

Sessions cover… 

 VA  data sources  &  data access systems 

 Application of VA data  to research and quality  improvement  
questions 

 Limitations of  secondary  data use  

 Resources  to  support VA data  use 
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UPCOMING DATABASE  &  METHODS SESSIONS 
First Monday  of the  month   1:00pm-2:00pm ET  

Date Topic 

10/7/24 Meet VIReC: The Researcher's Guide to VA Data 

11/4/24 Navigating VA Data Sources: An Overview of Commonly 
Used Databases 

Visit the VIReC  
Database & Methods  

Cyberseminar  page for  
more  information &  

registration links. 

Visit  HSR’s  VIReC  
Cyberseminar 

Archive page to watch  
previous sessions. 
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https://www.hsrd.research.va.gov/cyberseminars/catalog-archive-virec.cfm
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download a 
copy of the
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Poll #1: 
What is your primary role in 
projects using VA data? 

• Investigator, PI, Co-I 

• Statistician, methodologist, 
biostatistician 

• Data manager, analyst, or 
programmer 

• Project coordinator 

• Other – please describe via 
the chat function 

Poll #2: 
How many years of experience 
working with VA data? 

• None – I’m brand new to this! 

• One year or less 

• More than 1, less than 3 years 

• At least 3, less than 7 years 

• At least 7, less than 10 years 

• 10 years or more 

Database & Methods Series 
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Session roadmap 

• Introduction to phenotyping and CIPHER program 

• CIPHER Online overview and live demonstration 

• CIPHER VA Wiki overview and live demonstration 

• Applications of CIPHER and future directions 
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Session roadmap 

• Introduction to phenotyping and CIPHER program 

• CIPHER Online overview and live demonstration 

• CIPHER VA Wiki overview and live demonstration 

• Applications of CIPHER and future directions 
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Poll #3: 

Have you used 
electronic health 
records (EHR) data 
for your work? 

• Yes, for  research
• Yes,  for healthcare operations
• No, but  I plan to
• No

Database & Methods Series 
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EHRs are a rich resource for 
clinical research and healthcare operations 

Phenotyping 

Heart 
failure 

Diabetes 
• Code curation 
• Machine learning 
• Other 

approaches 
PTSD 

Weber JAMA 2014 
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Phenotype development has its challenges 

Institutional Computing 
knowledge resources 

Clinical System specific 
expertise data variability 

09/24 | 11 

Database & Methods Series 



  

 

 

  
 

  

    

   
 

  

 
   

 

Centralized Interactive Phenomics Resource (CIPHER) 

Mission: Accelerate health data 
innovation by providing an integrated 
and interactive knowledge sharing 
platform 

 A publicly accessible platform centralizing 
phenotype definitions and phenotyping 
resources 

 A VA internal site with searchable data 
resources for the VA community 

CIPHER Online 

CIPHER VA Wiki 

Funded by the US Department of Veterans Affairs, Office of Research and Development 
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CIPHER is integrated into the VA awards process 

VA awardees required 
to deposit phenotype
definitions 

Successfully piloted 
with 12 projects and 
collected 46 
phenotypes 




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CIPHER is integrated into the VA awards process 

VA awardees required 
to deposit phenotype
definitions 

Successfully piloted 
with 12 projects and 
collected 46 
phenotypes 




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Expanding CIPHER knowledgebase content 

6,500+ Phenotypes 

14% 13% 

12% 
12% 11% 

10% 9% 
8% 

8% 
7%7% 

6% 6% 6% 
6% 

5% 
4% 4%4% 

2% 

0% 

09/24 | 16 

Laboratory 
6% 

Medications 
3% 

Health Access 
and Metrics 

2% 

Diseases 
86% 

Other 
Classification 

Diseases Laboratory 3% 

Medications Health Access and Metrics 

Other Classification 
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 CIPHER’s userbase continues to grow 
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2017 2024 

Current Future Collaborations 
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Session roadmap 

• Introduction to phenotyping and CIPHER program 

• CIPHER Online overview and live demonstration 

• CIPHER VA Wiki overview and live demonstration 

• Applications of CIPHER and future directions 
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CIPHER Online 
Public  facing website 

https://phenomics.va.ornl.gov/  
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Searchable database of phenotype definitions 

Search using free text and 
filters 

 View  phenotype version
history

 Unique URL  for  each
phenotype

 Metadata stored using 
CIPHER standard

CIPHER Online (Public) 
A. Phenotype knowledgebase
B. Phenotype comparison tool
C. Phenotype collection workflows
D. Data visualization tools
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CIPHER phenotype metadata standard 
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Honerlaw JAMIA 2023 
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Comparison of phenotype metadata 

Compare metadata
across  up  to 7 
phenotypes

CIPHER Online (Public) 
A. Phenotype knowledgebase
B. Phenotype comparison tool
C. Phenotype collection workflows
D. Data visualization tools


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Standardized collection of phenotype metadata 

 Self-service phenotype  submission
& editing

 CIPHER  can assist  with automated
entry  of large  number  of  definitions

 CIPHER  quality  review for 
completeness and clarity

CIPHER Online (Public) 
A. Phenotype knowledgebase
B. Phenotype comparison tool
C. Phenotype collection workflows
D. Data visualization tools
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Visualization tools connected to phenotype definition 
knowledgebase 

 Provide interactive
approach to  exploring 
metadata

 Aid in phenotype 
development

 Linkage to  definitions 
in phenotype 
knowledgebase

CIPHER Online (Public) 
A. Phenotype knowledgebase
B. Phenotype comparison tool
C. Phenotype collection workflows
D. Data visualization tools

KESER creates a knowledge map to allow users to 
visualize relatedness among diseases, treatment, 
procedures, and laboratory measurements. 

09/24 | 24 

Phecode to ICD Map assists users in developing 
clinically meaningful disease phenotypes by 
enabling the user to visualize the relationships 
between various ICD codes and Phecodes. 

https://phenomics.va.ornl.gov/web/cipher/vistools 
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CIPHER  Online Demonstration 
https://phenomics.va.ornl.gov/    
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Live Demo: CIPHER navigation 

 Public  facing website 

Log-in not required to  
browse the site 

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 Live Demo: Phenotype knowledgebase 

 Search options 
‒ Free text 
‒ Filters 

Phenotypes  do not  
need to be  published 
or  validated to  be  
accepted 

Sharing programming  
code  is encouraged 
but  not required 





09/24 | 27 

Database & Methods Series 



  

 

 Live Demo: Phenotype comparison 

 Select up  to 7 
phenotypes to  
compare metadata 

 Click “view list” or  
“compare” to view  
these phenotypes  
side-by-side 
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 Live Demo: Phenotype comparison 

 Use  arrows  to mark  
the “base”  
phenotype  to use  as  
basis for  
comparison (grey  
box) 

 Highlight  
differences or  
commonalities 

 May add/remove 
phenotypes from  
comparison 

A 
B 
C 
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Live Demo: Phenotype metadata 

 Unique  URL to 
enable sharing 

 Programming code  
shared directly on 
CIPHER, but  users  
may provide  code  
repository link 
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CIPHER - Dementia, All Cause (MVP Cog Working Group) (ornl.gov) 
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Live Demo: Phenotype metadata 

 Multiple sets of 
validation metrics 
may be added to a
phenotype 

 For example, this 
phenotype has
validation metrics 
from application at 3
health systems 
‒ VA Healthcare System 
‒ Beth Israel Deaconess 

Medical Center 
‒ University of Pittsburgh 

Medical Center CIPHER - Long COVID-19 (ornl.gov) 
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Live Demo: Contributing phenotypes 

 Create an account to 
submit a phenotype 
through our webform 

 User accounts are 
also needed for using 
Unified Medical 
Language System 
(UMLS) vocabularies 

 A team can share an 
account to manage 
phenotypes together 

https://phenomics.va.ornl.gov/web/cipher/contribute 
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Live Demo: Contributing phenotypes 

Section 1: Basic 
Information and 
Contact 

 Save and finish later 

 May search against 
metadata already
shared in the 
knowledgebase 
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Live Demo: Contributing phenotypes 

Section 2: Algorithm
Overview 

 May list VA and/or
non-VA data sources 
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Live Demo: Contributing phenotypes 

Section 3: Algorithm
Components 

 Search for code sets 
using standard 
vocabularies or 
enter custom fields 

 Share code 
repository link 
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Live Demo: Contributing phenotypes 

Section 4: Validation 

 Add performance 
metrics (sensitivity,
specificity) 

 Store multiple 
validations 

Section 5: Additional 
Information 

 Add attachments 
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Live Demo: My phenotypes 

 Store drafts here until you are ready for submission 

 View phenotypes pending review by CIPHER 
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Live Demo: Visualization Tools 

 Linkage from tool to 
phenotype 
definitions in 
CIPHER 
knowledgebase 

 Instructional videos 
and use cases 
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Live Demo: How to cite 

When reusing a 
phenotype: 

 Cite publication, if 
available 

 Cite the unique URL 

Database & Methods Series 
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Learn more about CIPHER Online 

CIPHER Metadata Standard CIPHER Design and Resources 

Honerlaw JAMIA 2024 (PMID: 38481028) Honerlaw JAMIA 2023 (PMID: 36882092) 
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Session roadmap 

• Introduction to phenotyping and CIPHER program 

• CIPHER Online overview and live demonstration 

• CIPHER VA Wiki overview and live demonstration 

• Applications of CIPHER and future directions 
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CIPHER VA  Wiki 
VA  internal website 

https://cipherwiki.va.gov/  

VINCI  workspace link 
https://cipherdevwiki.va.gov/  
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Resources for facilitating phenotype development 

CIPHER VA Wiki (VA Internal) 
A. Phenotyping resources
B. Data source documentation

 Phenotyping methods catalog

 Best practices for chart review

Resource Shared by Description 

Code QC Boston CSP 
Epidemiology 
Center 

Quality control (QC) process that the 
Boston CSPEC uses when reviewing code 
prior to manuscript submission, along 
with links to resources that can be 
utilized during QC 

TRACE Million Veteran Microsoft Access based tool developed 
Program (MVP) for the purpose of chart abstraction and 
Data Core review. 
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VINCI SOPs VINCI Programming code developed by VINCI 
for pulling CDW and Cerner data 

https://cipherwiki.va.gov/phenotype/index.php?title=Phenotyping_Resources 
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Searchable data documentation 

Data dictionaries, trainings, 
tutorials, and programming 
code for: 
 COVID-19 Shared  Data

Resource (CSDR)

 Million Veteran  Program 
(MVP)  Core Data

 VA Observational Medical
Outcomes Partnership
(OMOP)

CIPHER VA Wiki (VA Internal) 
A. Phenotyping resources
B. Data source documentation
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 Access CIPHER VA Wiki from VINCI workspace 

 Copy  of Wiki sent to VINCI 
workspace  monthly 

 To access: 
‒ Login to your Development  

Workspace or  Standard 
Workspace 

‒ Copy/paste  the following URL  
into the browser:  
https://cipherdevwiki.va.gov/  
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CIPHER  VA Wiki Demonstration 
https://cipherwiki.va.gov/   

Database & Methods Series 

https://cipherwiki.va.gov/


  

 

 

 
  

    
  

   
 

   
  

 
 

 

  

 
  

  
 

09/24 | 47 

How do CIPHER platforms differ? 

CIPHER Online CIPHER VA Wiki 
URL https://phenomics.va.ornl.gov/ 

Publicly accessible 
https://cipherwiki.va.gov/ 
VA access only (NT account required) 

Users All health data users VA health data user community 
Scope Public platform to develop, collect, 

store, and share computable 
phenotypes, metadata, and resources. 

Platform with searchable resources for VA data 
users from priority initiatives; accessible on 
VINCI workspace. 

Content • Phenotype knowledgebase 
• Phenotype definition comparison 
• Phenotype entry form 
• Data visualization tools 

• Phenotyping resources (programming code, 
best practices, and methods catalog) 

• Data source documentation (data 
dictionaries, trainings, and tutorials) 

VINCI 
workspace 

Not accessible Copy of Wiki accessible at: 
https://cipherdevwiki.va.gov/ 

Database & Methods Series 

https://phenomics.va.ornl.gov/
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Session roadmap 

• Introduction to phenotyping and CIPHER program 

• CIPHER Online overview and live demonstration 

• CIPHER VA Wiki overview and live demonstration 

• Applications of CIPHER and future directions 
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CIPHER use case: Million Veteran Program 

MVP Data Sources MVP Resources in CIPHER 

Survey Data 

Electronic Health Record Data 

Genetic Data 

Linkage to Additional 
Data Sources (NDI/CMS) 

Phenotype algorithms 

Data Visualization Tools 
 Phecode to ICD Map 
 KESER Network 
 PheWeb 
 PheMEGA 

Metadata and results 

Searchable survey data 
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CIPHER use case: Phenotype sharing example 
Development and validation of an electronic health record-based algorithm for
identifying TBI in the VA: A VA Million Veteran Program study 
PMID: 39004925 

Add URL & citation (if 
available) to manuscript 
or poster 

Cite Other Phenotypes 

Create phenotype in 
CIPHER 
Add URL to manuscript 
or poster 

Share Your Phenotypes 

Database & Methods Series 
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 CIPHER as part of the project lifecycle 
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Benefits of using CIPHER 

Increase 
visibility/citations 
of work products 

Cite unpublished 
work 

Evaluate 
portability of 
phenotypes 

Access 
programming 
resources on 

VINCI workspace 

CIPHER VA Wiki 

Allows for 
sharing content 

suitable for 
internal VA 
audience 

Facilitate 
collaboration 

Promotes 
standardization 

Provides solution 
for internal 
tracking & 
replication 
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Poll #4: 
How do you plan to use CIPHER 
Online? (Select all that apply) 

• Browse phenotypes 

• Compare phenotypes 

• Submit phenotypes 

• Use visualization tools 

• Browse MVP gwPheWAS 
resources 

• I do not plan to use CIPHER 
Online 

Poll #5: 
How do you plan to use CIPHER 
VA Wiki? (Select all that apply) 

• Browse phenotyping resources 

• Contribute phenotyping 
resources 

• View OMOP, MVP, or CSDR 
documentation 

• Access Wiki from within my 
VINCI workspace 

• I do not plan to use CIPHER VA 
Wiki 
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Future directions 

Enhance Site 
Features 

Expand 
Knowledgebase 

Integrate 
Additional Tools 

Expand Partners 
and Contributors 

09/24 | 54 

Database & Methods Series 



  

 

  

 

 

  

  
 

How to join the CIPHER community 

• CIPHER is  made 
possible  by our  
collaborators.  

• Here are some 
ways  you can get  
involved and join 
the CIPHER  
community. 
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Provide Contribute Subscribe to 
Feedback your work our newsletter 

Highlight Spread the Contact 
your work word! Us 

Database & Methods Series 



  

 

            
        

Acknowledgements 

CIPHER Team 
• Sumitra Muralidhar  –  VACO  Lead ​
• Kelly Cho  –  Director 
• Jackie Honerlaw  –  Deputy  Director​ 
• Anne Ho  –  Director  for  Data  Operations ​
• Francesca Fontin  –  Project  Manager,  VA  Partnerships  and User  Experience  ​
• Ashley Galloway  –  Associate Director, Strategic  Partnerships and Outreach 
• Jeff Gosian  –  Systems  Support  Librarian​
• Monika Maripuri  –  Project  Manager,  Clinical  Phenotype  Validation​
• Michael Murray –  Lead Technical Architect 
• Rahul Sangar  –  Data  Services  Specialist​ 
• Tiffany Sim  –  Project Manager, CIPHER  Online 
• Joanne Sordillo  –  SME  for  Environmental  Exposure  Data  Domain​
• Vidisha Tanukonda  –  Project  Manager,  Clinical  Adjudication​
• Edward Zielinski –  Database  Manager​ 
• CIPHER Online ORNL  Team  –  David  Heise, Laura Davies, Keith Connatser,  

Adrian Degraffenreidt 
• Environment and Infrastructure Partners  –  VINCI (Scott DuVall); MVP  

(Mike Gaziano);  ORNL-DOE  (David  Heise) ​
• CIPHER  Partners and  Contributors 

Relevant Links 
• CIPHER  VA Wiki  (VA Internal) 
• CIPHER Online  (Public) 
• CIPHER ORD Program  (Public) 

References 
• Honerlaw J,  Ho  YL,  Fontin F, et  al. Framework of the  Centralized 

Interactive Phenomics Resource (CIPHER)  standard for  electronic  
health data-based phenomics knowledgebase. J Am  Med Inform  
Assoc. 2023;30(5):958-964. doi:10.1093/jamia/ocad030 (link) 

• Honerlaw  J, Ho  YL,  Fontin F,  et al.  Centralized Interactive  
Phenomics Resource:  an integrated online phenomics  
knowledgebase for health data  users. J  Am  Med Inform Assoc.  
Published online March  13,  2024.  doi:10.1093/jamia/ocae042 
(link) 

Please reach out to CIPHER to schedule a demonstration, refer us to health data users who are not part of the CIPHER community, 
or to receive summary slides to help us spread the word at conferences or other meetings. 

Contact Us 
CIPHER@va.gov  
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Questions? 
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CONTACT INFORMATION 
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DATABASE &  METHODS CYBERSEMINAR SERIES  

Next session: 
October 7th  at  1 pm Eastern 

Meet VIReC:  The Researcher's  Guide to  VA Data 
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Resources for  VA Data Users 
Select image to visit  page 

VA Information Resource Center 
(VIReC) (VA Intranet) VHA Data Portal (VA Intranet) VIReC Cyberseminars VA Millennium EHR Data 

Documentation (VA Intranet) 

Quick Guide: Resources for Using
VA Data (VA Intranet) 

VA Informatics and Computing
Infrastructure (VINCI) (VA Intranet) BISL/CDW (VA Intranet) 

Health Economics Resource 
Center (HERC) (VA Intranet) 
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Questions 
about using

VA Data? 

HSRData  Listserv 

o Community knowledge  sharing 
o ~1,800 VA  data users
o Researchers,  operations,  data stewards, 

managers
o Subscribe  by visiting

vaww.virec.research.va.gov/Support/HSRData-L.htm  (VA Intranet)

VIReC  HelpDesk 

o Individualized support
o Request Form: 

varedcap.rcp.vaec.va.gov/redcap/surveys/?s=KXMEN77LXK  (VA Intranet)
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Examples of when to use CIPHER 

CIPHER Online CIPHER VA Wiki 

Find a heart failure definition to use to 
Learn how to query Cerner Data invite patients to a clinical trial 

Find EHR data elements that co-occur Understand an MVP Lifestyle Survey 
with Type 1 Diabetes data element 

Track your own phenotype definitions Refer to VINCI SOPs to query lab tests 
and metadata using best practices 
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